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Abstract
Managing information security as opposed to the IT security is an area that is now
eventually coming of age. For many years the focus has been mainly on IT security and
with the implementation of such security left to the IT department and technical
experts. Early in the 90s things started to change with the first draft of an information
security management standard BS 7799 focusing in on security related to people,
processes, information as well as IT . Since then there has been many developments
taking us to where we are today with these early security management standards being
transformed in international standards published by ISO/IEC. T hese standards are being
used by hundreds of thousands of organisations using these standards worldwide. Based
on the authors previously copyrighted writings, this article explores what these
standards have got to offer organisations, what benefits are to be gained and how such

standards have helped with compliance. In particular it focuses in on the insider threat as
an example of one of the growing problems that organisations need to deal with and
how these international standards are useful in helping to solve the insider threat
problem.
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Edwa rd Humphreys is a consultant, University visiting professor and lecturer, and a
prolific writer on information security management. He is the Chair of the ISO working
group responsible for the development and maintenance of all ISO standards on
information security management including ISO/IEC 27001 and ISO/IEC 27002. He has
been at the centre of the development of these information security management
standards as well as the international development of third party certification audit
standards and practices and as such is well known and accredited with the â€œfatherâ€ of
these Information Security Management System (ISMS) standards.
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