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Abstract

As more offenders attempt to conceal incriminating data or stolen information, it is
important for forensic examiners and computer security professionals to know where to
look for concealed information. This paper demonstrates how data concealment in
Microsoft Office 2007 files is possible. The Office Open XML (OOXML) format forms
the basis of Microsoft Office 2007, and an individual can use OOXML to define
customized parts, relationships, or both within a Microsoft Office 2007 file to store and
conceal information. Fortunately for digital investigators, such concealed data can be
detected by looking for the existence of unknown parts or relationships.
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